Cap API Spec

Configuration
	RealmId:	cap
	Client-Id:	cap-mobile
	Client Secret:	dWR3GQbgAZUZejZtEvb4cQpDs9W55UDL

1. Authentication
· Request login
Method:		POST
Endpoint:	http://uat.ibank.com/internal-api/centaur/auth/realm/:realmId/request
Params:		realmId
Content-Type:	application/json
Body:
	username	string	*required
	password	string	*required
	clientId		string	*required
	clientSecret	string	*required
Response:
	status code:	201
	response body: 
		reqId	string
		exp	number
		mfa	string	*enum = none, otp









· Get Access Token
Method:		POST
Endpoint:	http://uat.ibank.com/internal-api/centaur/auth/realm/:realmId/token
Params:		realmId
Content-Type:	application/json
Body:
	reqId		string	*required
	refId		string
	otp		string
	scope		string[]	*required
Response:
	status code:	201
	response body: 
		accessToken	string
		expires		number
		refreshExpires	number
		refreshToken	string
		scope		string
		sessionState	string
		tokenType	string
		redirectUrl	string 














· Refresh Token
Method:		PATCH
Endpoint:	http://uat.ibank.com/internal-api/centaur/auth/realm/:realmId/token
Params:		realmId
Content-Type:	application/json
Body:
	clientId		string
	refreshToken	string
Response:
	status code:	200
	response body: 
		accessToken	string
		expires		number
		refreshExpires	number
		refreshToken	string
		scope		string
		sessionState	string
		tokenType	string
		redirectUrl	string

















2. Forgot Password

· Request Reset Password (send OTP)
Method:		POST
Endpoint:	http://uat.ibank.com/internal-api/centaur/realm/admin/:realmId/user/forgotPassword
Params:		realmId
Content-Type:	application/json
Body:
	username	string	*required
Response:
	status code:	201
	response body: 
		reqId	string
		refId	string

· Verify OTP
Method:		POST
Endpoint:	http://uat.ibank.com/internal-api/centaur/realm/admin/:realmId/user/verifyOtp
Params:		realmId
Content-Type:	application/json
Body:
	otp		string	*required
	reqId		string	*required
	refId		string	*required
	username	string	*required
Response:
	status code:	201
	response body: 
		reqId	string
		refId	string




· Reset Password
Method:		POST
Endpoint:	http://uat.ibank.com/internal-api/centaur/realm/admin/:realmId/user/resetPassword
Params:		realmId
Request Headers:
	Authorization:	Bearer Token
Content-Type:	application/json
Body:
	newPassword	string	*required
Response:
	status code:	200
	response body: 
		success		boolean


















